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Improved Differential Meet-in-the-Middle Attack against Cipher SIMECK
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Abstract: Differential meet-in-the-middle cryptanalysis (DMC), proposed by Boura et al. at CRYPTO 2023, is a nov-
el method to mount differential attacks based on the meet-in-the-middle idea. Benefiting from the advantages of the probabi-
listic extension (PE), imposed condition (IC) and parallel partition (PP) techniques in reducing time and data complexities
and extending attack rounds, differential meet-in-the-middle attacks have achieved significantly improved results on many
block ciphers employing linear key schedules. However, two limitations of the existing DMC remain. Firstly, the probabili-
ty of the differential distinguisher under PE, denoted by 27, is often below 2>~" (where n is the block size), causing the IC
technique to fail to maintain the non-full-codebook data complexity—a scenario usually deemed invalid for attacks. Al-
though the plaintext structure technique has been adopted in some studies as a mitigation, its integration with the PP tech-
nique remains inadequate. Secondly, owing to the nonlinear key schedule of the SIMECK cipher, recent DMC attacks have
been unable to recover the master key effectively. Specifically, these attacks only recover round keys with scattered round
numbers, making the cost of deriving the master key unacceptable. Motivated by the two issues above, this paper introduces
a new DMC model based on the tail-jointing technique. Rather than partitioning the key bits to be enumerated according to
position, this model treats some tail key bits as head key bits, yielding fewer head rounds and more tail rounds, thereby of-
fering three advantages. First, fewer head rounds cause insufficient differential diffusion, enabling the use of plaintext struc-
tures to reduce data complexity. Second, more key bits concentrated in consecutive tail rounds significantly lowers the cost

of master key derivation. Third, more explicit constraints between adjacent tail key bits enable early elimination of impossi-
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ble enumerations. Based on the above model, this paper effectively integrates the plaintext structure technique with the PP

technique to achieve non-full-codebook data complexity when n—1>p'>n—2, and strengthens DMC’s effectiveness in ana-

lyzing ciphers that adopt a nonlinear key schedule. As an application, this paper proposes master key recovery attacks on 23-
round SIMECK32, 31-round SIMECK48, and 41-round SIMECK64, respectively. As far as we know, among all differential

attacks capable of recovering master keys, our attacks on the three versions of SIMECK achieve the longest rounds.
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The encryption procedure of SIMECK
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